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(G)isa:
General Instructions :
(i) Please read the instructions carefully.
(ii) This question paper consists of 24 questions in two Sections : Section A and
Section B.
(iii)  Section A has Objective type questions whereas Section B contains Subjective
type questions.
(iv)  Out of the given (6 + 18) = 24 questions, a candidate has to answer
(6 + 11) = 17 questions in the allotted (maximum) time of 3 hours.
(v)  All questions of a particular section must be attempted in the correct order.
(vi)  Section A : Objective Type Questions (30 marks) :
(a) This section has 6 questions.
(b) There is no negative marking.
(c) Do as per the instructions given.
(d)  Marks allotted are mentioned against each question/part.
(vii)  Section B : Subjective Type Questions (30 marks) :
(a) This section has 18 questions.
(b) A candidate has to do 11 questions.
(c) Do as per the instructions given.
(d)  Marks allotted are mentioned against each question/part.
SECTION A
(Objective Type Questions) (30 Marks)
1.  Answer any 4 out of the given 6 questions on Employability Skills. 4x1=4
(1) The part of speech which joins words, phrases, or clauses is :
(A) Subject (B) Verb
(C) Conjunction (D) Adverb
(i) Janvi is feeling extremely nervous and worried because she believes that
other people do not like her or are trying to harm her.
Identify the personality disorder from the following :
(A) Antisocial (B)  Schizoid
(C) Paranoid (D) Narcissistic
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(iii)

(iv)

(v)

(vi)

motivation is based on the physical needs to satisfy hunger
and thirst.

Functions are predefined formulae that perform calculations using specific

values called arguments. (True/False)
Green jobs for building and construction sectors include :

(A) Water auditors (B) Highway labourers

(C)  Energy auditors (D) Destination managers

List any two barriers in becoming an entrepreneur.

2. Answer any 5 out of the given 7 questions. SxI=5

(i)
(ii)

(iif)

(iv)

(v)

371/S

The ISO-OSI model is an 8-layer architecture. (True/False)

The data link layer also corrects errors that may have occurred at the

physical layer. (True/False)
TCP/IP stands for :

(A) Transmission Control Program/Internet Protocol

(B) Trans-Control Protocol/Internet Protocol

(C) Transmission Control Protocol/Internet Protocol

(D) Transmission Control Protocol/Internal Protocol

In a _channel, direction can be reversed, i.e. the station can

transmit and receive the data as well.
(A) simplex mode (B) half-duplex mode
(C) full-duplex mode (D) multiplexed mode

A is a finite program means that the service is started by the

user and terminates when the service is completed.

(A) monitor program (B) server program

(C) client program (D) main program

Page 5 P.T.O.



=
=

(vi) 3G edeh JArars o, TH Teh Tehdl SohalH T 3l AIGH oh sif=
e foRaT ST 2, ST 39 T 3T W § 3T ST € |
(A) T (B) far
©) ¥R (D) =4

(vii) FO SATHI ITH S H, AYLT, WS B, FHLHH,
3T T STTgeRT SHTAT T Uk 32aeh @ |
(A) T ThE Heah (B)  ciishet Uit Heash
(C) Wgdifde gfaraeash (D)  dTEe e eh

3. fewmu 7 ywid @ ol 6 & s difvie | 6x1=6

o 0

() el @@ w-ar e fFss S ws dmre 2
(A)  OTZR BHT T A& (B) HHAH T TR
(C)  Ufesho3M Hvar el ® (D) ST HER WH AT R

(i) Frfafed & & FH-A1 TF TR S SR ST 1 SEe o § R
FHS AT T ITANTHATSA! hl T HLT & 2
(A) TEIEiE (B) TS HA
(C) S shelert (D) U

i) Frfafed & @ SH-97 TR § T YU @ @ S SATIH i & & H
TR oh T 3T TS FTET Siel Rl Teiferd i | Hefe STar 8 2
(A)  UTIRIA Sifsd T HIFHRIM (Suad)
(B) HHISHTE A

(C) fTorfidmdms
(D) TSI
(iv) T& U YRTThH ECEHT & ST Aeaeh W a&qal & o) # S
TR LT ® |
(A & (B) WEA
(C) Wieet (D) sEEd

371/S Page 6




(vi) In this network topology, a single backbone wire called is shared
among the nodes, which makes it cheaper and easier to maintain.

(A) knot (B) ring
(C) star (D) bus
(vii) is a network formed by connecting a few personal devices like

computer, laptops, mobile phones, smartphones, etc.
(A) Personal Area Network (B) Local Area Network
(C) Metropolitan Area Network (D) Wide Area Network

3.  Answer any 6 out of the given 7 questions. 6x1=6
(1) Which of the following is a limitation of Domain Controller ?
(A) Target for cyber attack (B) Slows down computer
(C)  Encryption not possible (D) Needs large memory space

(i1))  Which of the following is a server that responds to authentication requests

and verifies users on computer networks ?
(A) ADDS (B) Client server
(C) Domain controller (D) PowerShell

(iii)  Which of the following is a management framework in PowerShell that
enables you to manage your enterprise infrastructure with configuration as
code ?

(A) PowerShell Desired State Configuration (DSC)
(B) Command-line shell

(C)  Scripting language

(D) ADDS

iv) A is a hierarchical structure that stores information about
objects on the network.

(A) Tree (B) File

(C) Folder (D) Directory
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(v)  An Organizational Unit is used to organize

(A) memory (B) groups
(C) network (D) data
(vi)  Users are one of the most popular objects in Active Directory. They are used
for :
(A) authentication and authorization on workstations
(B) security and authorization on workstations
(C) working at workstations
(D) input-output devices
(vii) is a cross-platform task automation solution made up of a

command-line shell, a scripting language, and a configuration management

framework.
(A) Command-line Shell (B) Scripting Language
(C) PowerShell (D) Automation Platform
4.  Answer any 5 out of the given 6 questions. Sx1=5
(1) The two most desirable attributes for your Linux server management tools
are :

(A) Virtual file system and Kernel

(B) Lightweight and Scalable

(C) PowerShell and Automation

(D) Automation and Scripting Language

(1))  To change group ownership, which of the following command will be used ?

(A) chown: (B) id:
(C) chmod: (D) chgrp:
(i)  In Linux/UNIX, ‘Execute’ permission has the following symbol :
(A) =x (B) rwx
< r- (D) -w-

(iv)  When the setgid bit is set on an executable file, any user can execute it using

the permissions of the group of such file. (True/False)
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(v)  The in Linux defines the naming process, length of the file name,
or a subset of characters that can be used for the file name.

(A) cellname (B) namespace

(C) namecell (D) spacename

(vi)  Which of the following is a segment of memory and contains some specific

data ?
(A) partition (B) file
(C) it (D) folder
5.  Answer any § out of the given 6 questions. Sx1=5

(1) Which of the following is an example of antivirus?

(A) DNS (B) McAfee
(C) Linker (D) Notepad ++
(1))  Ports are communication endpoints that connect network devices. Each port
is identified with a bit unsigned port number.
(A) 32 B) 8
(©) 16 (D) o4
(iii) is a type of software program created to protect information

technology (IT) systems and individual computers from malicious software

or malware.

(A) Antispyware
(B) Antilogger
(C) Keylogger

(D) Antimalware

(iv) are installed separately on individual devices. They provide
more granular control to allow access to one application or feature while
blocking others.

(A) Hardware firewalls (B) Antivirus

(C) Software firewalls (D) Antispyware
371/S Page 11 P.T.O.
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(v)

(vi)

An

sets forth rules and processes for workforce members,

creating a standard around the acceptable use of the organization’s

information technology, including networks and applications to protect data

confidentiality, integrity, and availability.

(A)
(B)
©

(D)

data, including login credentials and credit card numbers.

(A)
(B)
©
(D)

Information security policy
Internet security policy
Information service policy

Information security providers

is a type of social engineering attack often used to steal user

DoS attack
Man in the middle attack
Phishing

Malware

6.  Answer any 5 out of the given 6 questions.

(i)

371/S

IxI1=5

Which of the following is the investigation technique that helps discover the

root cause of a problem ?

(A)
(B)
©

(D)

Known Error Analysis
Known Error Database
Root Cause Analysis

Workaround Error
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(ii)

(iii)

(iv)

)

371/S

One of the most common benefits of ITSM is :

(A) Aligning IT teams with business priorities tracked through success

metrics
(B) Getting accredited by rating agencies
(C) Helps secure capital

(D) Investor confidence increases

Read the statements :
(1) ITIL V2 focuses on product, process and people.
(i1) ITIL V3 focuses on product, process, people and partner.

(A) Only (1) is correct

(B)  Only (ii) is correct

(C) Both (i) and (i1) are correct
(D) Both (i) and (i1) are incorrect

A/An process has the potential to significantly reduce the
influx of incident tickets, saving IT service desk staff significant time and
effort.

(A) sound problem management
(B) information control management
(C) problem control management

(D) noise problem management

Problem management recommends three phases to follow except :
(A) Problem identification

(B) Create problems

(C) Problem control

(D)  Error control
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(vi) A database created by documenting the known errors using management and

problem management is known as :

(A)
(B)
©
(D)

Error database
Problem database
Management database

Known error database

SECTION B
(Subjective Type Questions) (30 Marks)

Answer any 3 out of the given 5 questions on Employability Skills. Answer each question

in 20 — 30 words. 3x2=6
7.  What is a paragraph ?

8.  Define any two sources of motivation and inspiration.

9.  What is cell referencing in a spreadsheet ?

10. What are renewable resources ?

11. Enlist any four benefits of entrepreneurial competencies.

Answer any 3 out of the given 5 questions in 20 — 30 words each. 3x2=6

12. Define FTP.

13. What do you know about Scripting Language ?

14. What is Linux terminal ?

15. Write about file security and personnel security.

16. Write in brief about Reactive Management.

371/S
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Answer any 2 out of the given 3 questions in 30 — 50 words each. 2x3=6
17. Explain Bus Topology with diagram.
18. Write the difference between Internal and External Customer.

19. Write a note about Encryption and Group Policy.

Answer any 3 out of the given 5 questions in 50 — 80 words each. 3x4=12

20. Explain the following :
(A) TCP/IP
(B) UDP
21. Explain the structure of AD DS with diagram.

22. Write the permission types for file and directory operations defined in

UNIX/Linux. Also draw a table showing permission type, symbol, etc.
23. Explain the different types of data threats in computer system in detail.
24. Describe the function of the following :

(A) Packet Filtering Firewalls
(B)  Stateful Inspection Firewalls

(C)  Application-Level Gateway (Proxy Firewall)
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